MuHuctepcTBO O6pasoBaHuAa U Hayku Poccuickon ®epgepauum

OENAPTAMEHT rOCYOAPCTBEHHOM MNOJIUTUKN B COEPE OBLLUEIO
OBPA30OBAHUA

MMCbMO
ot 14 mas 2018 roga N 08-1184
O HanpaBneHuu nHdopmayumn

[lenapTaMeHT rocygapcTBEHHOM NONUTUKK B cdepe obLiero o6pas3oBaHms
MwuHoGpHaykn Poccum HanpaBnsaeT ans ceegeHus paspaboTtaHHble BpemeHHon
komuccuen Coseta Pegepaumm no pasBUTUIO MHPOPMALMOHHOIO
obulecTBa METOAMYECKME PEKOMEHAALMM O pa3MeLLEHNN Ha MHPOPMALIMOHHbIX
cTeHaax, oduumanbHbIX UHTEPHET-canTax 1 Apyrux MHopMauuoHHbIX pecypcax
obuleobpasoBaTenbHbIX OpraHM3aLni 1 OpraHoB, OCYLLIECTBSAOLWMX YNpaBleHne B
cdepe obpasoBaHusl, MHdopMaLmmn o 6e3onacHoM NoBeAEHUN U NCNOSIb30BAHUN CETU

"MHTepHeT".

HOupekTop [denaptameHTa
A.E.leTtpos
MpunoxeHwe

MeToaunyeckmne pekomeHaaumm o pasmMeLeHun Ha MH(popMaLMOHHbIX CTeHAAX,
odmumanbHbIX MHTEPHET-CanTax U Apyrnx MHOpPMaLMOHHbIX pecypcax
obLeobpa3oBaTenbHbIX OpraHU3aLmm U OpraHoB, OCYLLECTBIIAIOLWMNX
ynpasneHue B cpepe obpasoBaHusA, MHcpopmaumm o 6e3onacHOM NoBeAeHUN 1
ucnonb3oBaHuu cetu "UHTepHeT"

Okcneptamn n YneHamm BpemeHHon kommccmum CoseTta Pegepaumm No pasBUTMIo
MHOPMaLUMNOHHOro obLecTBa B pamMKkax BbIMOSHEHUA peKOMeHAaUNn napramMmeHTCKUX
cnywanun "AkTyanbHble BONpockl obecneveHns 6e30nacHOCTM U pa3BUTUS AeTEN B
MHOPMaLMOHHOM NpoCTpaHCcTBe", KoTopble npownu B CoseTte Penepaumn 17 anpens
2017 r., 6binn paspaboTaHbl METOANYECKNE PEKOMEHAALMM O pa3MeLLEHUN Ha
MHPOPMALMOHHBIX CTEHOAX, OULManbHbIX UHTEPHET-CcanTax u aApyrux
NHPOPMaLMOHHBIX pecypcax obLeobpasoBaTenbHbIX OpraHn3aunin 1 OpraHos,
OCYLLECTBNAWLNX ynpasBreHme B cpepe obpasoBaHus, Hpopmaumm o 6esonacHom
noBeAeHUM 1 Ucnonb3oBaHun cetn "MIHTepHeT" (nanee - metoguyeckme
pekomMeHaauum).

MeToauyeckne pekomeHOaunn HanpasreHbl HA Ka4eCTBEHHOE MOBbILLEHNE YPOBHSA
NHPOPMaLMOHHON AeATENbHOCTM 06LLeobpasoBaTenbHbIX OpraHn3auuin 1 OpraHos,
OCYLLECTBNAOLLMX ynpaBneHne B ccpepe obpasoBaHus, B YacTu MHPOPMUPOBAHUS
yyalmxcs, ux pogutenen (3akoHHbIX NpeacTaBuTenen) n negarormnyecknx paboTHMKoOB
006 OCHOBHbIX acnekTax MHPOPMaLMOHHON 6GEe30NacHOCTMU.

MeToguueckne pekomeHgaumm no3BonaT odeobpasoBaTenbHbIM OpraHM3aunsam
1 opraHam, OCyLLEeCTBSILWUM ynpaBneHme B cpepe obpa3oBaHus, akTyanm3mpoBaTtb
yXXe UCnonb3yemble N pa3MmeLLeHHble MH(POPMaLIMOHHbIE MaTepuarnsbl, Tak n
NnoaroTOBUTb UX B CIly4ae UX OTCYTCTBUS C y4ETOM NyYLINX MPaKTUK U peKOMeHOaLunN.

B pamkax meToamnyecknx pekoMeHaaunm paccMaTpusalroTcsa cnegyrowme
WHCTPYMEHTbI:

1. MIHOPMALMOHHbIE CTEHbI;
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2. othmumarnbHble UHTEPHET-PecypChl;
3. cpeacTBa MaccoBon MHGOpMaUuUK (LUKOMbHbIE ra3eThbl, Negarorndieckmue n3gaHuns
n gpyrue).
MHdopmaunoHHbIe cTeHAabI

Ha nHdopmaumnoHHbIx cTteHaax B 0bLeobpasoBaTerbHbIX OpraHn3auusx,
pacrnonoXeHHbIX B hore ydpexaeHnin n B KabmHeTax, OCHaLLEeHHbIX NepCoHanbHbIMN
yCTpoucTBamMu Ans Bbixoda B ceTb "IHTepHeT", pekomeHayeTcs pa3aMecTuTb
NHPOPMaLMOHHbIE NAaMATKN, cCoAepXaLlme OCHOBHble COBEThbI No obecneveHumto
NHOPMaLMOHHON BEe30MacHOCTU yYaLLMXCA.

B npunoxenun N 1 K METOONYECKMM pekoMeHaauusaM npeacrasneH obpasel
NamMaTKU AN pasmMeLLeHnss Ha MHPOPMaLMOHHbBIX CTeHaaXx.

CpeactBa maccoBoun MHopmaummu

B cpenctBax maccoBon MHGOpMaL M, OPUEHTUPOBAHHbLIX Ha OBy4varoLmnxcs,
pekoMeHayeTCs B TedyeHne y4ebHoro roga perynspHo nybnvkosaTb MHPOPMaLMOHHbIE
MaTtepuansl, NOCBSILLEHHbIE OTAENbHBIM acnekTam MHopMaLnMoHHON B6e3onacHoCTu, a
TaKkkKe pasnuyHble NnamMaTKn obLLero xapakrepa.

B cpenctBax maccosoun MHOpMaLMn, OPUEHTUPOBAHHbLIX Ha NeJarornyeckyto
00LEeCTBEHHOCTb, PEKOMEHAYETCSA B TEYEHUE KaneHa4apHOro roga perynspHo
nyoénunkoBaTb MHPOPMALMOHHbIE MaTepuarbl, MOCBALLEHHbIE OTAENbHbIM acnekTam
NHpopMaLnoHHOM 6e30MacHOCTUN Kak HECOBEPLLUEHHOMNETHUX, TaK U1
obLeobpasoBaTerbHbIX OpraHn3auum, a Takke pasfnuyHble NamsaTKn, o630pbl
HOPMaTMBHO-NPAaBOBOIO perynupoBaHnsa JaHHOW cdepbl U MHPOPMALUUIO O akTyaribHbIX
MepPONpUATUSX U COBbITUSIX B JaHHOM cdhepe.

B xoge npoeeneHns EguHoro ypoka no 6esonacHocTtu B cetn "UHTepHeT"
pekomeHayeTca obecneynTb BbIMyCK TEMATUYECKOro BbiMyCKa CcpeacTBa MacCOBOM
nHpopmauun nMbo cepum nybnukaumimn, cpeamn KoTopbiX pacCMOTPETb OpraHM30BaHHbIE
MepOonpuUATUS Ans o0y4varomnxca, nx poautenen (3aKoHHbIX NpeacTtaBuTenemn) u
negarorm4yeckon obLeCcTBEHHOCTH.

OdmumanbHblie UHTEepHeT-pecypchbl

O6weobpasoBaTernibHbIM OpraHn3aumsM peKoMeHayeTcs Ha CBOUX odmumnanbHbIX
NHTepHeT-pecypcax obecneunTb PyHKLMOHNPOBAHNE CaMOCTOATENBHOIO U
crneumnanuampoBaHHoro pasgena "MHdgopmaumoHHas 6e3onacHoCTh", B paMkax
KOTOPOro NpeaycMoTpeTb pasMeLLeHme creayrowen nHpopmaumn:

N Paznen/monpasnen dopmar CopepxaHue MaTepuaIoB
IIPEICTaBICHUS
MaTepUajIoB

1. | JloxaneHEBIE Konuu nokymenToB B | Pa3MemaroTcs Konuu JOKYMEHTOB,
HOpMaTuBHBIE akThl B | hopmate *PDF T.€. CKAHUPOBAHHBII BapUaHT
chepe obecrieueHus JIOKYMEHTA, COOTBETCTBYOIIHI
UH(POPMALIMOHHOM TpeOOBaHUAM K IapamMeTpam
0€e3011aCHOCTH CKaHMpoBaHHMA. Pasmemarorcs
o0yyaromuxcs JOKYMEHTBI, pETJIaMEHTHPYIOIINE

OpraHu3aIyio u paboTy ¢
MePCOHATBHBIMU JTAHHBIMH, TIJIAHBI
MEPOTIPUSITHI IO 00ECTICUCHUTO
nH(pOPMAIMOHHOM 0€30MacHOCTH
00yJaronmxcs 1 Ipyrue.

2. | HopmatuBHOE Konuu nokymentoB B | [lyOnuKyroTcs akTyalbHbBIE CBEICHUS
peryJupoBaHue dbopmare *PDF 0 ¢erepaTbHBIX U PETHOHATBHBIX
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3aKOHaX, MMCbMaxX OPraHOB BIACTU U
Jpyrue HOpMaTUBHO-TIPABOBBIE
JOKYMEHTBI, PETJIaMEHTHUPYIOLIHE
obecrieuenre HHPOPMAITMOHHOM
0€30I1aCHOCTH HECOBEPIICHHOJIETHHX.
JomyckaeTcsi BMECTO KOIHit
pa3MenaTh TUIepPCChUIKHA Ha
COOTBETCTBYIOIIME JOKYMEHTHI Ha
cafTax OpraHoB rOCyJ1apCTBEHHON

BJIACTH.
3. | llegarorunueckum Tekcr Ha cTpaHuLe Pasmemarorca merogudeckue
paboTHUKaM caiita PEKOMEHIaLlNU U YKa3bIBACTCS
Konuu nokymMeHTOB B | HH(OpMAIHS O MEPOIIPUATHSX,
dbopmare *PDF MPOCKTaxX M MPOTrpaMMax,

HaIpaBJICHHBIX HA MMOBHIIICHUE
MH(OPMALIMOHHON TPaMOTHOCTH
MeJarOrTHYECKUX paOOTHUKOB.

4. | Obyuaromumest Tekcr Ha cTpanuie Pa3meraercst nuadopmaroHHast
caifra namsTtka (mpuiokenue N 2) u
yKa3bIBaeTCsi HHPOpMALHs O
MEPOIPUATHSIX, TPOCKTAX U
nporpamMmax, HarpaBJICHHBIX Ha
MOBBIIICHUE UHPOPMAITHOHHOM
IPaMOTHOCTH 00YYaIOIINXCSL.

5. | Ponurensm Tekcr Ha cTpanuLe Pazmernraercst nundopmaroHHast
(3aKOHHBIM caiita namsTka (mpuoxkenue N 3).
MPEJICTAaBUTEIISIM)
00y4JarIUXCs

6. | Herckue 6e3onmacupie | TekcT Ha cTpaHHIIE Pazmemaercs napopmarnus o
CaThl caiita PEKOMEHIYEMBIX K UCIIOIb30BAaHUIO B

y4eOHOM Tpoliecce 0€30MacHbIX
caiftax, 6aHHEepbl 0€30MaCHBIX
JIETCKUX CalTOB.

OpraHam, ocyLlecTBNAWLWMM ynpasneHne B cpepe obpasoBaHnd, pekoMeHayeTcs
Ha cBoux opuumanbHblx MIHTEepHeT-pecypcax obecneynTb PyHKLMOHMPOBAHNE
CaMOCTOSTESTIbHOIO U crieynann3mpoBaHHoro pasgena "MHgpopmauymoHHas
BesonacHoOCTL", B paMKax KOTOPOro npedycMoTpeTb pasMeLleHne cneayroLlen
NHdOpMaLNK:

5. N3b6eran pa3smeweHus goTtorpadcduin B IHTepHeTe, rae Tbl M300paxkeH Ha
MECTHOCTM, MO KOTOPOW MOXXHO OMNpeaeniuTb TBOE MECTOMONOXEHNE;

6. Npun perncTpaymm B counanbHOM ceTU HEOBXO0AMMO UCNONb30BaTh CITOXHbIE
naponu, coctosime n3 6yks n LMdp 1 C KONIMYECTBOM 3HAKOB He MeHee 8;

7. nsa coumanbHOM CeTn, NOYThl U APYrMX CaunToB HEOOXOAMMO MCNONb30BaTh
pasHble naponu. Toraa ecnu Teba B3noMatroT, TO 3f1I0YMbILLIIEHHMKM NMOMAyYaT JOCTYnN
TONbKO K OAHOMY MECTY, a HE BO BCE Cpasy.

ONEeKTPOHHbIEe AeHbIM

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOBHbIN CNOCo6 nnaTexen, OgHaKo
CYLLECTBYIOT MOLLEHHMWKWN, KOTOPbIE XOTAT NONYYNUTb 3TU AEHbIN.
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ONEKTPOHHbIE AEHbIM MOSABUMNCL COBCEM HEaBHO N MMEHHO 13-3a 3TOro BO
MHOIMX rocygapcrTeax [0 CUX Mop He NPOonuUcaHo Npo HUX B 3aKOHaxX.

B Poccun xe oHU OyHKUMOHUPYIOT M O HUX Y>Ke MPONMUCcaHo B 3aKOHe, rae ux
pa3nenstT Ha HECKOMbKO BUAOB - aHOHMMHbIE U HE aHOHUMHbIE. Pa3Huua B TOM, 4YTO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTca NpoBoANTb onepaunn 6e3
noeHTUrKaumn nonb3oBaTens, a B HeaHOHUMHbIX MAeHTUdUKauma nonb3osaTens
aBnseTca oba3aTtensHon.

Takxke criegyeTt pasnuyaTb 3NEKTPOHHbIE dMaTHbIe AeHbrM (paBHbI
rocygapCTBEHHbIM BasitoTaM) N 3rNeKTPOHHble HedpmnaTHble OeHbIN (HE paBHbI
rocyapCTBEHHbIM BartoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3NEKTPOHHbIMU AeHbraMu:

1. MpumBsXM K cHETY MOBUITBbHBIN TenNedOoH. 3TO caMblt YAOOHbIN U BbICTPbIN
cnocob BOCCTAHOBMUTb AOCTYN K cyeTy. [puBs3aHHbIi TenedgoH NOMOXET, ecnm
3abygelub CBOM NnaTeXHbIN Naponb U 3angellb Ha CauT C HE3HAKOMOrO YCTPOWMCTBA;

2. Ncnonb3yn ogHopasoBble naponin. [locne nepexoga Ha YCUNEHHYHO
aBTopu3aumio Tebe yxxe He ByaeT yrpoXxaTb ONACHOCTb KpaXkn UNu nepexsarta
nnaTexHoro naposns;

3. Bbibepwn crnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTo yragaTh CHOXHbIN
naposib. HagexHble naponu - aTo Naponu, KoTopble coagepxaTt He MeHee 8 3HaKoB U
BKIOYaIOT B ce65 CTPOUHbIE U NPOMNUCHbIE BYKBbI, LMAPbI U HECKONBKO CUMBOSIOB,
TaKMe Kak 3HaKk gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA CalUTax, KOTOPbIM HE JOBepSAeLUb.

ANeKTPOHHasA no4rta

ONeKTPOHHAas noYTa - 3TO TEXHONOrMsS U NpeaocTaBnsiemMble et yCrnyru no
nepechbisike 1 NONYYEHUIO ANIEKTPOHHbLIX COOBLLEHMIA, KOTOPbIE pacrnpeensaoTca B
KOMMbloTEpPHON ceTn. OBbIYHO 3NEKTPOHHbIM MNOYTOBLIN AWK BbIMMSANT CreayoLwmm
obpasom: nmsa_nosnb3oBaTensa@uma_aoMeHa. Takke Kpome nepegadm npocToro
TEeKCTa, UMeeTCcs BO3MOXHOCTb nepeasaTb pannbl.

OcHoBHble coBeTbl No BesonacHon paboTe C ANEeKTPOHHOW MOYTON:

1. Hapo BbIbpaTb NpaBunbHbIA NOYTOBLIN CEpBUC. B MHTEPHETE €CTb OrPOMHbIN
BbI6Op BecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Ny4lle JOBEPSATb TEM, KOro 3HaeLlb U
KTO NepBbi B PENTUHTE;

2. He ykasbiBay B NMMYHOM NOYTE NUYHYO MHopmaumo. Hanpumep, nydwe
BbIOpaTb "My3bikanbHbIN_daHaT@" nnm "pok2013" BmecTto "temal13";

3. Vicnonb3yn AByxaTanHyr aBTopm3aunio. 3To Korga noMMMO Napons HYy>XXHO
BBOAWUTb KO, Nnpucbinaemsivi no SMS;

4. Bbibepu crnioxHbir naposb. [Ans kaxgoro No4YToBOro silmka OMKEH ObiTb CBOW
HaOeXHbI, YCTONYMBBIN K B3ITOMY Maporb;

5. Ecnun eCcTb BO3MOXXHOCTb Hanmcatb cCaMOMY CBOW JIMYHbIN BONPOC, UCMOSb3YN
9Ty BO3MOXHOCTb;

6. cnonb3yn HECKONBKO MOYTOBbLIX ALWMKOB. [NepBblt 4151 YaCTHOW NEPENUCKU C
agpecatamu, KOTOpbIM Tbl JOBEPSAELLb. DTO MEKTPOHHbIN agpec He Hago
Mcnonb3oBaTh NPU permcTpauum Ha oopymMmax u camrtax;

7. He oTkpbiBan dhansbl U gpyrve BrioXXeHUs B NMCbMax, AaXe eCrnv OHU NpUuLLu
OT TBOMX Apy3en. Jlyylle yToYHM y HUX, OTAPaBAaAnu i oHn Tebe atn dannel;

8. MNMocne okoH4YaHusA paboTbl HA NOYTOBOM CEPBUCE NEpPes 3aKkpblTUEM BKNagku ¢
canTom He 3abyab HaxaTtb Ha "Bbitn".

KnbepOynnuHr unm suptyanbHoe usgeBaTesibCTBO

KnbepbynnuHr - npecnegoBaHme CoobLEHUSMN, coaepXKaLliMMmmn ockopbneHus,
arpeccuto, 3anyrmpaHue; XynMraHcTeo; counanbHoe 60MKOTMPOBaHME C MOMOLLbIO
pasriyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnnHrom:



1. He 6pocatiics B 601. Jlyywmmn cnocob: nocoBeToBaTbCH Kak cebs BeCTU 1, ecrniu
HeT TOro, K KOMy MOXHO 0b6paTUTbCS, TO BHavarne ycrnokouTbes. Ecnv Tl HAYHELb
oTBeYaTb OCKOPONEHNAMM Ha OCKOPONEHNS, TO TONbLKO elle BonbLUe pasoXxKellb
KOHQOINKT;

2. YnpaBnsi cBoen kubeppenyTtaumnen;

3. AHOHMMHOCTb B ceTn MHMMasi. CyLLecTBYHOT CNOCOObI BbISICHUTL, KTO CTOUT 3a
aHOHVMHbIM aKKayHTOM,;

4. He cTouT BECTU XynuraHckui obpas BupTyanbHOM XU3HU. HTepHET domkecnpyeT
BCE TBOM AEWNCTBUS MU COXPaHAET UX. YaanuTb ux 6yget KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBo BUPTYarbHYH YEeCTb CMOSIOAY;

6. IrHopmpyn eguHn4YHbIN Heratne. OgHOpa3oBble OCKOPOUTENBbHBLIE COOBLLEHMS
nyJywe nrHopupoaTb. OBbIMHO arpeccus npekpawaeTcsa Ha HavYanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbLIMW COOOLLIEHNAMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb 6TOKMPOBKM OTNPaBKM COOOLLEHNI C
onpeneneHHbIX agpecos;

8. Ecnu Tbl cBnaeTens knbepbynnuHra. TBOM AENCTBUS: BbICTYNUTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero 4enCTBUSA OLEHMBAOTCSA HeraTMBHO,
nogaepXxaTb XXepTBY, KOTOPOW Hy>XHa NCuUxonorndeckas NoOMOLLb, COOBLNTL B3POCHbIM
0 (bakTe arpeccmBHOro NOBeAEHNSA B CETH.

Mo6unbHbIN TenedoH

CoBpemeHHble cMapTdOHbI U NaHWeThbl cogep)kaTt B cebe BNosfiHe B3pOCsibif
dYHKUMOHAr, 1 TENEPb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbIMU KOMMbOTEPAMM.
OpHako, cpeacTs 3aWwmTbl A4N9 N0400OHbLIX YCTPOUCTB NoKa O4eHb Maro. TecTupoBaHue
N NOUCK YA3BMMOCTEN B HUX NPOUCXOANT HE Tak MHTEHCMBHO, kak ang MK, To xe camoe
KacaeTcst U MOBUMbHbIX NPUNOXEHWUA.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yXKe NPakTUYECKN LOrHann HacTonbHbIE
aHanoru, ogHako pacwmpeHue yHKUMoHana sreyeT 3a cobomn 60nbLUY CROXKHOCTL U
MEHbLUYH 3aLUNLLEHHOCTb.

[laneko He Bce Npon3BOAUTENN BbiMyCKakT 0OHOBMEHNS, 3aKpblBatoLLme
KPUTUYECKNE YSI3BMMOCTM AN CBOMX YCTPONCTB.

OcHoBHble coBeTbl Anga 6e3onacHOCTN MOBUBHOro TenedgoHa:

Huuero He siBnsieTcsa no-HacTosweMy becnnaTtHbiM. byab ocTopoxeH, Beab koraa
Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT BbITb CKPbITbl Kakue-To nraTHble
ycnyru;

Ayman, npexae yem otnpasutbs SMS, ¢oTo nnmn Bugeo. Tbl TOYHO 3HaeLb, rae
OHM ByayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOEMO CMapTdOHa;

Mcnonb3yi aHTUBUPYCHbIE NporpamMMbl AnNg MOBUnbHbIX TenedgoHOB;

He 3arpyxan npunoxeHust 0T HEM3BECTHOIO MCTOYHMKA, BEAb OHU MOTYT
cogepxaTtb Bpe4OHOCHOE nporpamMmmMHoe obecneyeHue;

lMocne Toro Kak Tbl BbINOELLL C CanTa, rae BBOAWUIT NUYHYIO MHOpMaLMIo, 3anaun B
HacTpownkn bpaysepa n yganu cookies;

Mepuogmyeckn NpoBepsiv, Kakme nnaTHble YCnyrm akTMBMpPOBaHbl Ha TBOEM
HOMepe;

[aBan cBor HoMep MOBUBHOro TenedoHa TOMbKO NIOAAM, KOTOPbIX Thbl 3HAELLUb U
KOMY JoBepsieLlb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Tbl UM He Nonb3yelbes. He 3abbiBan
NMHoraa npoBepsATb 3TO.

Online urpsbl

CoBpeMeHHble OHMaNH-UrPbI - 3TO KPaCoYHble, 3axBaTbiBaOLLNE pa3BneyYeHns,
obbeanHsoLWME COTHN ThICAY YENOBEK MO BCEMY MUPY. MIrpokn nccneayroT AaHHbIA UM
MUp, o6LaTCa ApYr C APYroM, BbINOMHAT 3a4aHus, CpaXatTcs C MOHCTPaMu 1



nony4yatoT onbIT. 3a y4OBOSIbLCTBME OHU NNATAT: NOKyNakT ANCK, OnNfiaynBaroT
aboHeMeHT nnun npuobpeTaroT Kakme-To Onunn.

Bce aTu cpenctBa nayTt Ha nogaepXXaHue u pasBuTue Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYOTCH CUCTEMbI aBTOPM3aLIMK, BbINyCKaKOTCH HOBbIE NaTyu
(undppoBble 3annaTku Ans NporpamMMm), 3aKpbliBatOTCH YA3BUMOCTU CEPBEPOB.

B nogobHbIX urpax cToMT onacaTbCs HE CTOSTIbKO CBOMX CONEPHUKOB, CKOJTbKO
Kpa)kv TBOEro napons, Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3aunmn 6oMbLWMHCTBA Urp.

OcCHoOBHble coBeTbl N0 6e30NacHOCTM TBOErO UFPOBOrO akkayHTa:

1. Ecnu gpyron urpok Beget cebs nnoxo unu cosgaeT tebe HENpUATHOCTH,
3abroKMpy ero B CNUCKe UrpPOKOB;

2. MNoxanynca agMUHUCTpaTopam Urpbl Ha Noxoe noBefeHne 3Toro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To JokasaTernbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOpMaumio B npodanne urpsbl;

4. YBaxawn gpyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBai HeomumnarnbHble naTtin n Moapl;

6. Micnonb3yi crnoxHbele 1 pasHble naponu;

7. [Jaxke BO BpeMsi Urpbl HE CTOUT OTKIKOYMaTb aHTUBMPYC. Noka Tbl UrpaeLlb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.

PULINHI UK KpaXKa JINYHbIX AaHHbIX

O6bI4yHOM Kpaxen AeHer U AOKYMEHTOB CErOHs yXXe HUKOro He YAMBULb, HO C
pas3BUTUEM NHTEPHET-TEXHOMOMMI 3TI0YMbILUNIEHHUKN NEPEMECTUITUCH B UHTEPHET, U
nNpoaosmKarT 3aHMMaTbes "nobumesiM" genom.

Tak nogsmnack HoBas yrpo3sa: UHTEPHET-MOLLUEHHMYECTBA UMW OULLNHT, rraBHas
Lerib KOTOPOro COCTOUT B MOMyYeHUn KoHUaeHUnarnbHbIX AaHHbIX Nofb3oBaTenen -
nornHoB 1 naponen. Ha aHrnuinckom Asbike phishing yMtaetcs kak douwmHr (ot fishing -
pblbHas noens, password - naponb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina
B3floMaHa, T0 Heob6xoauMo 3abriokMpoBaTh ee U COobLWUTL agMUHUCTPaTOpam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Beb-canThbl, B TOM YUCIe, UHTEPHET-MarasnHoB U
NMOWUCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takmm obpasom, ecnu Tebsi B3riomator,
TO 3MOYMBbILUSIEHHUKN NOSTy4aT AOCTYN TOSbKO K OQHOMY TBOEMY Npodusito B CeTH, a He
KO BCEM;

4. Ecnun Tebsa B3nomanu, To Heob6xoaAMMo NpeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fobaBneHbl y Tebs B Apy3bsax, O TOM, YTO Tebsa B3nomanu 1, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbifiaTbCa Cnam M CCbIfIKM Ha PULLNHIOBbIE CanTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBUnbHbIN TenedoH;

6. OTknouKn coxpaHeHme napons B 6payaepe;

7. He oTkpbiBaun chansibl U gpyrue BroXeHUs B NUCbMax, AaxKe eCrnv OHU NpuLLu
OT TBOMX Apy3en. Jlyye yToUYHM y HUX, OTNPaBRsnv N oHn tebe aTn dannol.

LUucdpoBas penyTtaums

Lindposas penytauma - 3To HeraTMBHas Ui NO3NTUBHAA MHpOpMaLUnS B CETU O
Tebe. KomnpomeTtupyrouwas nHpopmaums, pasmeLleHHas B UHTEPHETE, MOXET
cepbe3HbIM 06pa3om OTpasnTbCs Ha TBOEW pearnbHON xu3Hu. "LUndposasa penytaumnsa” -
3TO TBOW UMUK, KOTOPbIN dopMUpyeTcs n3 nHgopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XMTEeNbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOSIOXEHNE, OCODEHHOCTM
Xapakrtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HaKannBaeTCsi B CETU.

MHorne noapoCTKM NErkoOMbICIIEHHO OTHOCATCS K NyGnmKaLmMm NMYHOn
nHpopmauum B IHTepHeTe, HE NOHMMAasi BO3MOXHbIX MOCNeaCcTBUN. Thl gaxe He



CMOXellb JoragaTtbCsa 0 TOM, YTo choTorpacdus, pasmeleHHasa 5 neT Hasapg, ctana
NPUYNHON OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapumn, pasmelleHe TBonx ootorpadum n gpyrme oencTBust MoryT He
NCYE3HYTb AaXke nocne Toro, Kak Tbl X yAanub. Tbl HE 3HaeLlb, KTO COXpaHun aTy
MHopMauuio, nonara fnnm oHa B NOUCKOBbIE CUCTEMbI U COXPaHWUIIacb N OHa, a
rmaBHoOe: YTO NoAyMaloT O Tebe oKpyxatoLme noan, KoTopble HanayT 1 yBUaaT 3To.
HanTtn nHdopmanmo MHOro NeT CnycTs CMOXeT ntobon - kak n3 fobpbix NoGyXaeHWN,
Tak U C HAaMepeHUeM NMPUYNHUTL Bpe. ITO MOXeT BbITb KTO YrogHO.

OcHOBHbIe COBEThLI NO 3aLuTe LNGPOBON penyTaumnmn:

1. Moayman, npexae 4Yem 4YTo-To NybnmkoBaTth U nepegasatb y cebsi B 6nore unm B
couunanbHOu CeTu;

2. B HacTporkax npoguns ycTaHOBM OrpaHMyYeHnsa Ha NPOCMOTP TBOEro npodouns
N ero coaepXXmmoro, caeriam ero Tonbko "ansa gpysen”;

3. He pasmeLluan n He ykasbiBan nHOpMaLMo, KOTopas MOXET KOro-nmbo
OCKOpONATL U obmxaThb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LLUKOSTbHUKK - aKTUBHbIE MOfb30BaTeNun LMpPoBOro NpoCTpaHCTBa.
OpHako faneko He BCe 3HatoT, YTO NOSIb30BaHNWE MHOMMMU BO3MOXXHOCTSIMU LIMCPpOBOro
Mupa TpebyeT cobnogeHns npaB Ha UHTeNNeKTyanbHyr COBCTBEHHOCTb.

TepMuH "nHTENNeKTyanbHaa COOCTBEHHOCTL" OTHOCUTCS K pasfinyHbIM TBOPEHUSIM
YerioBeYeCKOro yma, HauymHasi C HoBbIX M300peTeHnn n 3HakoB, 0603HavarLLNX
COBCTBEHHOCTb Ha NPOAYKThI U YCIYIrn, U 3aKaH4MBas KHUramu, ootorpadpusamu,
KMHOUIbMaMn N My3blKanbHbIMU NPON3BEAEHNSMNA.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTyanbHy0 COOGCTBEHHOCTb Ha
npounsseneHnst HayKn, NuTepaTypbl U UCKyccTBa. ABTOPCKUE NpaBa BbICTYNatoT B
KayecTBe rapaHTum TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPYA aBTopa He byaeT
HanpacHbIM, JacT eMy CnpaBeanunBble BO3MOXHOCTU 3apaboTaTtb Ha pesyrnbTaTax
CBOEro Tpya, Nony41Tb U3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelueHnsa aBtTopa He
MOXeT BOCNPOU3BOAUTL €ro NpousBeaeHne, pacnpoCcTpaHsaTb, Ny0nn4Ho
AEMOHCTpMpOBaTh, NpogaBaTb, MMMNOPTMPOBATL, NyCKaTb B MpoOKaT, NyGrMYHO
NCMOMHATL, NOKa3blBaTb/UCNONHATL B acompe nnu pasmewlaTs B IHTepHeTe.

VMcnonb3oBaHue "nupaTtckoro” nporpaMmmMHOro obecneyeHmst MOXeT NPUBECTYU K
MHOIMM pUCKaM: OT NOTEPU AaHHbIX K TBOUM akkayHTam 40 65I0KMPOBKM TBOETO
YCTPOWCTBA, e yCTaHoBIeHa HeneranbHas nporpamma. He ctout Takke 3abbiBathb,
YTO CYLLECTBYIOT fierarnbHble U 6ecnnaTtHble NporpamMMbl, KOTOPbIE MOXHO HaUTU B CETH.

O nopTane

CeTeBUYOK.p - TBOM rMaBHbIM COBETYMK B CETU. 34ECH Thl MOXELLb Y3HATb O
6e30nacHOCTM B CETU NOHATHbLIM U AOCTYMNHbIM A3bIKOM, @ NPU BO3HUKHOBEHUM
KPUTUYECKON CcUTyaLmm obpaTUTbCS 3a COBETOM. A TakKe NPUHATb yvyacTue B
KOHKypCcax 1 ctaTb caMbliM UUAPOBLIM rpaxgaHUHOM!

MpunoxeHne N 3

Mamsatka ana poautenen o6 MHpopmMmaLMOHHON 6e3onacHOCTU aeTen

OnpegeneHne TepmuHa "vHhopmaLumoHHasa 6e3onacHOCTb AeTen" coaepxmTcs
B PenepansHoM 3akoHe N 436-93 "O sawmTe geter oT MHDOPMaUUN, NPUYNHAIOLEN
Bpe MX 300POBbI0 U Pa3BUTUID", perynvpyroLMM OTHOLLEHUS, CBA3aHHbIE C 3aLLUTON
AeTen oT MHopMaLumm, NPUYNHSIOLWEN Bpea UX 340POBbI0 U (UNK) pasBUTUIO.
CornacHo gaHHOMY 3aKOHY "MHopMaLUnoHHas 6e30nacHOCTb AeTen" - 3TO COCTOSAHUE
3alMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYNHEHNEM
MHopMaumen Bpena nx 3gOpoBbHo U (UNK) PU3NYECKOMY, MCUXUYECKOMY, AYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
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B cuny ®enepansHoro 3akoHa N 436-93 nHpopmaumen, npudanHaoLLEN Bpes
3[0POBbIO U (MNN) Pa3BUTUIO OETEN, ABMSETCA:

1. NH(popMaums, 3anpeLLeHHasa s pacnpocTpaHeHnsa cpean neTeu;

2. NHpopMaLnA, pacnpocTpaHeHne KOTOPOW orpaHnYeHo cpean eTen
onpeneneHHbIX BO3paCcTHbIX KaTeropumn.

3. K uHopmauuu, 3anpeLeHHoOn ans pacnpocTpaHeHus cpean geten, OTHOCUTCS:

4. udopMaums, nobyxaaroLlast AeTen K COBEPLLUEHMIO AEUCTBUMN,
NpeacTaBnALLMX Yrpo3y UX XU3HWU 1 (UNK) 300POBbIO, B T.4. NPUYNHEHUIO Bpeaa
CBOEMY 340pPOBbI, CAMOYyOUNCTBY;

5. cnocoBbHOCTb BbI3BaTb y AeTen xenaHue ynoTpebuTb HapKoTUYeckue cpeacTaa,
NCUXOTPONHbIE M (UNM) OQypPMaHMBatoLMe BELLECTBa, TabayHble n3genms,
arnkorosibHyt U CnMpTocoaepXalLlyto NpoayKUmio, MMBO U HAaNUTKW, U3roTaBNnMBaemble
Ha ero OCHOBE; NPUHATb Y4acTue B a3apTHbIX Urpax, 3aHMMaTbCs MPOCTUTYLIMEN,
BpoaSHKHMYECTBOM UIM NOMNPOLLANHNYECTBOM,;

6. o6oCHOBbIBaOLLA@A UK onpasabiBatoLas 4onyCcTMMOCTb Hacunua un (Unm)
XeCToKoCTM Nnbo nobyxaaroLLas oCyLWeCTBNATb HACUbCTBEHHbIE AENCTBUS MO
OTHOLLEHMIO K FTIOASIM U XKNMBOTHbIM;

7. oTpuuarowas CeMenHbIE LLIeHHOCTU 1 (hopMUpyoLLast HeyBaXKeHne K poguTesnisam
n (MNn) ApYrum YneHam cembi;

8. onpasabiBatoLLaa NPOTUBONPaBHOE NOBEAEHME;

9. cogepxallasa HeLeH3ypHyH bpaHb;

10. cogepxawias MHopmaumio NopHorpadonyecKoro xapakrepa.

K nHopmaumn, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpean aeTen
onpeneneHHoro Bo3pacra, OTHOCUTCS:

1. MHOopMaLums, npeacTaBnsemMas B Buae nsobpaxeHns nnm onmcaHus
XXECTOKOCTN, (Pr3MYECKOro 1 (Unn) NCUXUYECKOro HACUIUS, NPECTYNNEHUS UM MHOTO
aHTMOObLLLECTBEHHOIO AENCTBUS;

2. BbI3blBaloLLLaga y AeTen cTpax, y)Kac Unv naHuky, B T.4. npeacraBnsemMas B Buae
N300paxkeHnsa 1M onMcaHus B yHWXKaroLen Yyenoseyeckoe AOCTOMHCTBO hopme
HeHacunbLCTBEHHOW CMepTH, 3abonesaHns, camoybuincTBa, HECHaCTHOro cry4as,
aBapuu nnu katactpodbl U (UKN) UX NOCNEOCTBUN;

3. npegcrtasnsemas B Buae M30bpaxeHus UM onucaHms nosioBbiX OTHOLLEHNIA
MEXAY MYXYMHOMN U XKEHLLNHOW;

4. cogepxaliasa 6paHHble CroBa 1 BblpaXeHusi, He OTHOCALLUMECS K HELIEH3YPHOM
OpaHu.

C y4eTom atoro Bam npegnaratotca npasuna paboTbl B ceTn IHTepHeT ons
pasfiMyHbIX BO3PACTHbIX KaTeropum, cobnogeHmne KoTopbix N03BONNT obecnevnTb
NHOPMaLMNOHHYI0 6e30NacHOCTb BalLnX AETEN.

O6wme npaBuna ans poauTeneun

1. HesaBncumo ot Bo3pacta pebeHka ncnonb3ynte nporpammHoe obecneyenune,
nomoratoLiee punbTpoBaTb U KOHTPONMPOBATbL UHGPOPMALUIO, HO HE NofaranTech
NOMHOCTBIO Ha Hero. Bale BHMMaHWe Kk pebeHKy - rmaBHbI METOA 3aLnThI.

2. Ecnn Baw pebeHok MeeT akkayHT Ha O4HOM M3 coumarnbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru v T.n.), BHUMaTenbHO U3y4nTe, KaKyto
MHOPMaLUIO NOMELLLAIOT ero Y4aCTHUKM B CBOUX Npodhunsax n 6norax, Bkiovas
doTorpacun n BUAEO.

3. MpoBepbTe, C KakMMK ApyrumMu cantamm cBA3aH coumnarnbHbii cepBuc Baluero
pebeHka. CTpaHmykmn Bawero pebeHka moryT ObiTb 6€30nacHbIMU, HO MOTYT U
coepXaTtb CCbIIKU Ha HeXenaTernbHble U OnacHble canTbl (HaNnpUMep, NOPHOCANT, UK
CaunT, Ha KOTOPOM ApYyr YNOMWHAET HOMep CcoToBOro TenedoHa Bawero pebeHka unu
Baw gomawHuin agpec).
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4. MNoowpanTte Bawwunx geten coobuiate 060 BCeEM CTPaHHOM UK OTTasKMBaoLEM
N He CIIMLLKOM OCTPO pearnpymnTe, Koraa OHu 3TO AenatoT (M3-3a onaceHus noTepsTb
AocTyn K IHTepHeTy AeTu He roBopsT poavTensiM o npobnemax, a Takke MOryT HadaTb
ncnonb3oBaTtb VIHTEpHET BHe AOMa U LUKOSbI).

5. ByabTe B Kypce ceTeBow Xu3Hun Balwero pebeHka. IHTepecynTech, KTO UX
Apy3bsi B VIHTEpHET Tak Xe, Kak UHTepecyeTech peasibHbIMU OPY3bAMM.

Bo3pacTt ot 7 oo 8 netr

B NHTepHeTe pebeHoK cTapaeTca NOCETUTb T€ UK NHbIE CalTbl, @ BO3MOXHO U
yaTbl, paspeLleHne Ha noceLeHne KOTopbiX OH He nony4yun 6bl OT poguTenen.
MoaTomy poantensam ocobeHHOo nonesHbl ByayT Te OT4YeThbl, KOTOPble NPeOCTaBMATCS
nporpaMmmamMm no orpaHnUYeHnto ncnonb3oBaHus NHTepHeTa, T.e. Poantensckun
KOHTPOSb UIK TO, YTO Bbl CMOXeTe YBMAETb BO BPEMEHHbIX harnax. B pesynbTaTte, y
pebeHka He ByaeT OoLyLLEeHMs], YTO 3a HAM BEAETCHA NOCTOAHHbIN KOHTPOSb, O4HAKO,
poauTenu ByayT no-npexHeMy 3HaTb, KakMe canTbl nocelaeT nx pebeHok. [letn B
AAaHHOM Bo3pacTe 0bnagatoT CUSTbHbIM YYBCTBOM CEMbW, OHU JOBEPYMBLI U HE
COMHeBatoTcs B aBTopuTeTax. OHM NOBAT urpatb B ceTeBble Urpbl 1 NyTelecTBOBaTb
no VIHTepHeTY, NCNOSb3ys ANIEKTPOHHYIO NOYTY, 3aX0AUTb Ha CanTbl U YaTbl, HE
peKOMeHO0BaHHbIE POOUTENSMMU.

CoBeTbl N0 6e3onacHocTh B ceTn MIHTepHeT ana aeten 7-8 net

1. Co3ganTe cnMcok gOMaLUHUX NpaBun noceweHuns VIHTepHeTa npu y4actum
aeten n TpebynTe ero BbINOSTHEHWS.

2. Tpebynte oT Bawero pebeHka cobntogeHnsi BpEMEHHbIX HOPM HaxOoXaeHus 3a
KomnbtoTepoM. Nokaxnte pebeHky, 4to Bbl HabnogaeTe 3a HAM He NOToMy 4YTO Bam
9TO Xo4eTcs, a noTomMy 4To Bbl 6ecnokontech 0 ero 6e3onacHoOCTM 1 BCeraa rotoBbl
€My MoMOYb.

3. KomnbtoTep ¢ nogkntoyeHnem K IHTEpHETY QOMKEH HaxoauTbes B 00LLen
KOMHaTe nog npucMoTpoM poauTenen.

4. Vicnonbaynte cneumanbHble 4eTCKME NOMCKOBbIE MALUMHbI.

5. Ncnonb3ynTe cpeactea 6NoKMpoBaHUS HexxenaTesrlbHOro KOHTEeHTa Kak
AONOMHEeHWEe K cTaHAapTHOMY PoauTenbCkoMy KOHTPOSHO.

6. CosganTte CEMEWNHbIN ANEKTPOHHbLIN ALLMK, YTOObI HE NO3BONNTL AETAM MMETb
cobCcTBEHHbIE aapeca.

7. BnoknpymnTe 4oCcTyn K cantam ¢ 6ecnniaTHbIMU NOYTOBbLIMU ALLIMKAMU C MOMOLLLHO
COOTBETCTBYHOLLEro NporpaMmMHoro obecneveHus.

8. Npuyunte geten cosetoBatbCcsa ¢ Bamun nepen onybnvkoBaHMem Kakon-nnbo
MHdOpMaLNKM CpeacTBaMm ANEKTPOHHOM NOYThI, YaTOB, PErmcTpaLmMOHHbBIX (OopM r
npodunen.

9. Hayunte geten He 3arpyxatb hannbl, nporpaMmmMbl v My3biKy 6e3 Ballero
cornacus.

10. He paspeluanTe geTam Mcnonb3oBaTh Cy>X0bl MTHOBEHHOTO 06MeHa
COOOLLLEHNAMMN.

11. B "6enbin" cnnucok canToB, paspeLLeHHbIX A5 NOCeLeHUs, BHOCUTE TOMbKO
canTbl C XOpoLlen penyTaumen.

12. He 3abbiBante 6ecegoBaTb ¢ A4eTbMn 06 UX apy3bsix B IHTEpHETe, Kak ecrnv
Obl peyb LWa o APpYy3bsiX B pearibHOM XU3HW.

13. He genante "taby" n3 BONpoCcoOB NOMOBOW XM3HW, TaK Kak B VIHTepHeTe OeTun
MOTYT Nerko HaTKHYTbCHA Ha NOPHOrpadouio Unn canTsl "ansa B3pocrnbix”.

14. MNpuyunte Bawero pebeHka coobuaTte Bam 0 Nobbix yrpo3ax unm Tpesorax,
CBSA3aHHbIX C MHTepHeToM. OcTaBanTeCb CMOKOMHLIMW U HANOMHUTE OETSM, YTO OHU B
6esonacHoCTK, ecnm camu pacckasanu BaMm 0 CBOMX TpeBorax. [oxesanuTe ux u
NOCOBETYNTE NOLOWTM eLLe pa3 B NOAOOHbIX Criyvasix.

Bo3spacTt geten ot 9 no 12 netr



B naHHOM Bo3pacTe geTu, Kak NpaBuno, yxKe HacnbllwaHbl O TOM, Kakas
nHpopmauus cywectayet B HTepHeTe. CoBepLUEHHO HOPMarbHO, YTO OHU XOTAT 3TO
YBUAETb, NPOYECTb, YCNbIWwaTb. [1pyM 3TOM HY>XKHO NOMHUTb, YTO AOCTYN K
HexxenaTesibHbIM MaTepuanam MOXHO ferko 3abnoknposaTb NPy NOMOLLM CPEACTB
Poantenbckoro KOHTpOns.

CoBeTbl No 6e3onacHocTu ans geten ot 9 go 12 ner

1. CosganTe cnMCcoK JOMaLLHUX NpaBust noceleHns VIHTepHeT npu yyactumn geten
N TpebynTe ero BbIMNONHEHUSI.

2. Tpebynte oT Bawero pebeHka cobnogeHnss HOpM HaxoXaeHus 3a
KOMMNbIOTEPOM.

3. Habniogante 3a pebeHkom npu paboTte 3a KOMNbIOTEPOM, MOKAKUTE eMY, YTO
Bbl 6ecnokontech 0 ero 6e30nacHOCTM 1 BCerga rotoBbl oka3aTb eMY NMOMOLLb.

4. KomnbloTep ¢ nogkntoyeHmem B VIHTEpPHET OOMMKEH HaxoauTbcs B o0Len
KOMHaTe noa npucMoTpoM poauTenen.

5. cnonb3ynTe cpeactea 6NoKMpoBaHUS HexXenaTesrlbHOro KOHTEeHTa Kak
AOMNOJSTHEHME K CTaHOApPTHOMY PoanTenbCKoMy KOHTPOITHO.

6. He 3abbiBaiiTe npyHMMaTbL HENocpeacTBEHHOE y4acTue B XU3HU pebeHka,
B6ecenoBaTb C AeTbMU 00 X Opy3bsx B IHTepHeTe.

7. HactanBawnTte, 4TobObl 4€TU HMKOrAA He cornallanncb Ha NNYHbIE BCTPEYM C
Apy3bsamu no VIHTepHeTy.

8. lNo3BonanTe AeTaM 3axoanTb TOMbKO Ha canTbl U3 "6enoro” cnmcka, KoTopblIi
co3anTe BMECTE C HUMMW.

9. MpuyunTte geten HUKOrAa He BblgaBaTb NNYHYO MHGOPMaLMO cpeacTBaMm
3NEKTPOHHOM MOYTbI, 4YaTOB, CUCTEM MIHOBEHHOIO 0bMeHa coobLLeHmsIMH,
perncTpaunoHHbIX opMm, NUYHBIX Npodunen 1 Npu pernctTpaumm Ha KOHKYpCbl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxaTtb NporpamMmmbl 6e3 Baluero paspelueHums.
O6bsACHUTE UM, YTO OHM MOTYT CryYanHO 3arpy3nTb BUPYCbl UK apyroe
HexenaTtenbHoe NporpamMmmMmHoe obecneyveHue.

11. Co3gante Bawemy pebeHKy orpaHMYeHHY0 YY4ETHYHO 3annch Ans paboTbl Ha
KoMnbloTepe.

12. Mpnyunte Bawero pebeHka coobwaTb Bam 0 fnobbIX yrpo3ax nnu Tpesorax,
CBSI3aHHbIX C MIHTepHeTOM. HanomHuTe aeTam, 4To OHM B 6€30MnacHOCTU, ecriv camu
pacckasanu BaM O CBOMX TPEBOrax u onaceHusx.

13. PacckaxuTe getam o nopHorpacdum B IHTepHeTe.

14. HactanBanTe Ha ToM, YTObObI 4E€TU NPEeAOCTaBNANM BaM LOCTYM K CBOEN
3NEeKTPOHHOM MoYTe, YTOOLI Bbl yOeaunmch, YTO OHM He 0BLarnTCa ¢ He3HakoMuaMu.

15. O6bACHUTE OETAM, YTO HEMb3s UCMNONb30BaATh CETb ANs XYNUraHCTBa,
pacrnpoCcTpaHeHusi CnieTeH Unn yrpos.

BospacT geten ot 13 go 17 netr

B aToM Bo3pacTe NogpOCTKM aKTUBHO UCMNOSb3YOT MOUCKOBbIE MALUUHbI,
NONb3YHTCA SNIEKTPOHHON NOYTON, Cry>X6amMyu MrHOBEHHOTO 06MeHa COOBLLEHNAMM,
CKaumMBaloT My3blky 1 unbMbl. ManbymMkam B 3TOM Bo3pacTe Oorblie No HpaBy
CMeTaTb BCE OrpaHUYEHust, OHU XaxayT rpyboro romMmopa, a3apTHbIX Urp, KAPTUHOK "ans
B3pocnbix". [leBoyvkM npeanoumtaroT obwaTtbeda B YaTtax, Npu 3TOM OHU ropa3go bonee
YYBCTBUTENbHbI K CEKCYanbHbIM AOMOraTenscream B VIHTepHeTe.

3ayacTyo B JaHHOM BO3pacTe poaUTENSIM y>Ke BeCbMa CIOXHO KOHTPONMpoBaTh
CBOMX OETEN, TaK kKak 06 HTepHEeTE OHM yXKe 3HAKT 3HAYUTENBHO BonbLUe CBOMX
poautenen. Tem He MeHee, He OTnyckanTe geten B "cBoboaHoe nnaBaHue" no
NHTepHeTy. CTapanTecb akTMBHO y4acTBOBaTb B 06LeHnn pebeHka B IHTepHeTe.

BaxxHO no-npexHemy cTporo cobnogaTtb npasuna MHTepHeT-6e30nacHoOCTY -
cornawleHue mexay pogutenamu n getbMu. Kpome 1oro, He06XoanMMO Kak MOXHO vaLle



npocmMaTtpuBaTb OTYEThI O AeAaTenbHOCTN aeTten B MHTepHeTe. CneayeT obpaTutb
BHMMaHWe Ha HeoBXoaNMMOCTb CoAepXXaHWs poaMTENbCKUX Naponen (naponen
aAMWHNCTPATOPOB) B CTPOroM cekpeTe 1 0bpaTtnTb BHUMaHNE Ha CTPOrOCTb 3TUX
naponeu.

CoBeTbl N0 6e3onacHoCcTK B 3TOM Bo3pacTte oT 13 go 17 net

1. Co3ganTe cnMcok JOMaLLHMX NpaBui noceleHns VIHTepHeTa npu y4actum
NoApOCTKOB M TpebyrTe 6e3ycrnoBHOro ero BbinonHeHna. O6rosopute ¢ pebeHkoM
CMMCOK 3anpeLleHHbIX canToB ("4epHbIn cnmcok"), yackl paboTbl B IHTEpHeTe,
PyKOBOACTBO Mo 0buwieHunto B IHTepHeTe (B TOM Yncne B 4YaTax).

2. KomnbloTep € NOAKIMYEHNEM K ceTu IHTepHET AOIMKEH HaXO4MUTbCS B ObLLEN
KOMHarTe.

3. He 3abbiBanTte 6ecenoBath ¢ eTbMu 06 X Apy3bsix B MIHTEpHETE, O TOM, YEM
OHW 3aHATbI TakMM 0bpa3om, ByATO peyb MAET O APY3bsX B peanbHOM XU3HN.
CnpawwuBanTte o0 nogsax, C KOTOpbIMK AeTH 06LaTCA NOCPEACTBOM CIyX0
MrHOBEHHOro obmeHa coobLeHns MK, YTobbl yOeanTbCs, YTO 3TU 04U UM 3HAKOMBI.

4. VicnonbaynTte cpeacTea 6rI0KMPOBaHMS HEXENATENbHOro KOHTEHTA Kak
AOMNOJSIHEHME K CTaHgapTHOMY PoauTenbCKOMY KOHTPOSHO.

5. Heobxoammo 3HaTb, Kaknmmn YaTamu nonb3ytoTesa Bawwn getun. MNMoowpsnte
Ncnonb3oBaHMe MoAeppyeMbIX YaToOB N HacTamBamnTe, YToObl AeTn He obLanuce B
NPYBaTHOM pPEXMME.

6. HactanBante Ha TOM, YTOObI A€TU HMKOrA4a He BCTpedanuch NIMYHO C APY3baAMU
n3 cetn NHTepHer.

7. NpuyynTte geTen He BblgaBaTb CBOK NMYHYHO MHGOPMaLMIO cpeacTBamMm
9NEKTPOHHOM NOYThI, YaTOB, CUCTEM MIHOBEHHOro 0BMeHa coobLueHnsMn,
pPeErncTpaunoHHbIX opMm, NNYHBIX NPodUIen 1 Npu permctTpauumn Ha KOHKYpCbl B
NHTepHeTe.

8. MNpuyunTte geTen He 3arpyxaTb nporpammbl 6e3 Ballero paspeLueHus.
OB6bACHMTE UM, YTO OHW MOTYT CryYanHO 3arpy3nTb BUPYCbl UK ApYyroe
HexxenaTesnibHoe nporpaMmHoe obecnedeHue.

9. MNpuyunte Bawero pebeHka coobLliaTb Bam 0 nobbIX yrpo3ax unm Tpesorax,
CBSI3aHHbIX C MIHTepHeTOM. HanomMHuTe geTam, 4To OHM B 6e30MacHOCTU, eCcriv camu
pacckasanu Bam, 0 CBOUX yrpo3ax unu Tpesorax. [oxsanuTte ux n nocoBeTymnTe
nogouTu eLle pas B NoA00BHbIX criyvasx.

10. PacckaxuTe getsm o nopHorpadpumn B MHTepHeTe. [Tomornte nm 3awmtnTbCs
OT cnama. Hay4nte nogpocTKOB He BblgaBaTh B VIHTepHeTe cBOEro peanbHOro
9NEKTPOHHOro agpeca, He OTBeYaTb Ha HeXxenaTenbHble NMCbMa MU UCMOSb30BaTb
crneumanbHble NOYTOBbIE PUNLTPbI.

11. MNpuyunte cebs 3HAKOMUTLCS C CanTamu, KOTOpble NOCELLAT NOAPOCTKMN.

12. Hayunte geten yBaxaTb OpYrnX B UHTeEpHETE. Y6eauTech, YTO OHU 3HAKOT O
TOM, 4YTO NpaBusia XopoLLero noBeaeHns AeNCTBYIOT Be3ae - Jaxe B BUPTyaribHOM
Mupe.

13. O6bACHMUTE OETAM, YTO HM B KOEM CIlydae Henb3sa ncnonb3osatb CeTb Ans
XynUraHcTBa, pacnpoCTpaHeHUs CNeTeH Unn yrpo3 Apyrum foasam.

14. O6cyanTte ¢ nogpocTkammn NpobriemMbl ceTeBbIX a3apTHbBIX UMP U UX BO3MOXHbIV
pUcK. HanoMHuTe, YTO AE€TU HE MOTYT UrpaTb B 3TN UIPbI COrMacHO 3aKOHY.

[MOCTOAHHO KOHTPONUPYNTE ucnonb3oBaHne MHTepHeTa Bawum pebeHkom! 310 He
HapyLLeHWe ero fIMYHOro NPOCTPaHCTBA, a Mepa NPeaoCTOPOXHOCTU U NPOSABIEHNE
Bawen poantenbckon OTBETCTBEHHOCTU 1 3a00Thl.

ONEKTPOHHbIN TEKCT AOKYMEHTA

noarotoeneH AO "Kogekc" n cBepeH no:



paccbinka



